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Abstract 
The article is based on the analysis of the microeconomic foundations of corruption (especially principal –agent theory) and is 
dedicated to the use of FMEA for the risk analysis of corruption in public administration with a focus on cities. The study 
proposes how to evaluate corruption risks based on modifications to the standard methods of FMEA. The proposed procedure is 
verified on the case of a municipal procurement in Bulgaria. Unlike previous researches dedicated to this topic, which were 
focused more on descriptive and qualitative evaluation of corruption, we show that it is possible to quantify the risk of corruption 
in the public sector. But we still have to take into account the limitations of this methods. 
© 2015 The Authors. Published by Elsevier B.V. 
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1. Introduction 
Corruption is one of the chronic thorny problems of former Soviet bloc countries. This is confirmed by the latest 
published data of indicators CPI (Corruption Perceptions Index) for the year 2014 (see TI, 2015), and for the previous 
years (ibid). The authors analyze corruption in the former Eastern Bloc countries (see eg. Stefes, 2004; Ateljević and 
Budak, 2010; Grochová and Otáhal, 2011, Pavlík et al., 2013) and their studies mainly focus on descriptive and 
qualitative analysis of corruption. 
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The theoretical basis for solving the relationship of spending efficiency in relation to possible anti-corruption 
measures is understood in the context of this article from the position of principal-agent theory (an explanation of 
corruption first reported in the study by Becker and Stigler (1974), Shah (2006). Principal-agent theory understands 
this problem from the position of the principal (the represented, principal) and managers (the representing, agent), 
where each of them is trying to promote their own interest Althaus (1997), Ross (1973). Principal-agent theory points 
to the risk of failure in the form of moral hazard and asymmetric information (administrator – for example, an 
employee - knows more about the activities that take place before the principle - for example, an employer - and uses 
this power to their advantage). As a consequence, we considered the existence of agency costs. The manager (agent) 
does not always have to act just in the interest of the principal, the situation may occur where they will abuse their 
much better information regarding the managed operation. 
And they will monitor their own interests. If the principal wants to effectively manage the behavior of the 
administrator, then he will incur the cost of representation Šulc (2012). Marek (2007) divides costs into four groups 
represented by the failure of administrators (1) fraudulent administrators (the problem of corruption also belongs here), 
(2) excessive consumption of administrators - the negative consequences of the official’s behavior on efficiency is 
described for example by Blankart (1998 ) or Ochrana (2003), (3) inability of administrators (4) indifference of the 
administrators. For representation costs we consider all costs of relationship agencies, including monitoring costs Šulc 
(2012). Those related to the introduction and use of monitoring and control instruments and measures that should 
ensure the uncovering of classified information and reducing the risk of failure on the part of the administrator. 
In our study, we concentrate on quantitative analysis of corruption risk and on finding ways to evaluate the risk of 
corruption. Such an approach will allow players to create effective public policy, anti-corruption policy and to adopt 
appropriate anti-corruption strategies. We use a modified method of FMEA (Fault Mode and Effect Analysis). The 
aim of the paper is to propose evaluation procedures of FMEA for the area of corruption risk and demonstrate these 
techniques with the case of Bulgaria. 
2. Methods 
The key method for our proposed evaluation approach to the risk of corruption is FMEA. This method assesses 
risk based on three criteria: the probability of the event (p), impact and detectability of risk (see eg. dos Santos and 
Cabral, 2008). The approach of FMEA method is possible to be creatively applied to assessing corruption risks after 
some adjustments. 
2.1. Means of Applying the FMEA method for the  Analysis of Corruption Risks 
Risk can be expressed as a function of several variables (see eg. Tarantino, Cernauskas, 2009) and be evaluated 
based on the use of FMEA. In our method, we investigated the method of analogy, to what extent  FMEA (and risk 
FMEA) is applicable in the analysis of the risks of corruption. Classical FMEA assesses risk using "risk priority 
number (RPN, hereinafter). It holds that LiPo, Haq (2011): 
RPN = O * S * D, wherein (1) 
RPNmin= 1 whereas RPNmax= 1000, where   
RPN … Risk Priority Number, 
O … Occurrence (frequency of occurrence) 
S … Severity (for the customer or the organization)  
D … Detection (probability of detection) 
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A similar calculation (see Carbone, T., Tippett, 2004) can also be found regarding risk FMEA (RFMEA). The 
following applies: 
RPNrisk = RC * D, whereas RC = O * S, where (2) 
RPNrisk ... Risk Priority Number of risk FMEA, 
RC …Risk cost 
D… Detection - the probability of detection 
O…Occurrence (frequency) 
S…Severity 
In the following table (Table 1,) a comparison is made between classical FMEA (first line of table), and risk FMEA 
(second row of the table). The first two rows of the table are, after adjustment, taken from Carbone and Tippett (2004) 
and the third row was completed by the authors. The third line shows the differences between risk-corruption FMEA, 
classical FMEA and risk FMEA when dealing with benefits for corruption or the impact on the budget of the 
organization, so that it takes the higher of these values.   
Table 1:  Comparison of classical FMEA, risk FMEA and risk corruption FMEA 
 
Type of 
FMEA Number Event 
Occurrence/ 
Frequency of 
Occurrence 
Magnitude/Impact 
/ Benefit 
Evaluation of 
Risk Detection 
Risk 
Priority 
Number 
1 FMEA  Fail Number 
Type of 
Activity 
      Occurrence 
 
        Severity* - 
Detection 
 
RPN 
(Risk 
Priority 
Number) 
2 Risk FMEA Risk Number 
Risk Event 
 
     Occurrence 
 
Impact on the 
Organization 
 
Risk Score  Detection  
RPNrisk 
(Risk 
Priority 
Number) 
3 
Risk 
corruption 
FMEA 
Risk 
Number Risk Event 
     Occurrence 
 
Benefit for the 
Corrupt Official 
(Profit) OR 
Impact on the 
Organization 
(Higher Value) 
Risk Score Detection  
RPNC 
(Risk 
Priority 
Number) 
Notes: * is evaluated for severity for the customer and the severity for the  organization (e.g. company, service provider etc.), a higher value is 
further appointed to the calculation 
Source: Authors utilizing: Carbone and Tippett, (2004, p. 30), Lipol, Haq (2011, pp. 74-82), Půček (2014) 
The third row in the table refers to the assignment of a possible method of FMEA regarding the evaluation of the 
risk of corruption. (In the article, we employ the title "Risk Corruption FMEA"). The relationship between the risk of 
corruption and officials' salaries is defined based on the analysis and approaches in areas of risk reduction and defects, 
structured interviews and the knowledge of the environment of government which is transferable to the provinces and 
municipalities. 
The basic difference from the second row in the table (risk FMEA) is the second criterion - the impact site develops 
(a) either a benefit for the corrupt official (the amount of the benefit is regarded as a key parameter of corruption - see 
Becker and Stigler (1974)) or (b) the impact on the budget of the organization (e.g., city). The higher number of both 
observed values is then used in the calculation. The benefit for the corrupt official was ranked so on the grounds that 
the public administration carries out activities for which there is a risk of corruption, but the realization of said 
corruption does not have  a negative impact on public budgets. An example of this could be the permitting of 
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construction projects which are carried out by the Building Authority. In this case, it may be that an officer illegally 
allows a construction because of having accepted a bribe. However, that authorization does not usually have any direct 
impact on the budget of the public institution in which the official is employed. However, there are benefits for the 
corrupt official in the form of the bribe.  
This means that we can identify a number of activities in which corruption may create a negative impact on the 
budget of public institutions (such as public procurements being overpriced because of bribes). Then the calculation 
will use the higher of the levels found and proceed similarly as in formula (2). The Risk Priority Number of Corruption 
(RPNC) is then calculated as follows: 
RPNC = RCC * DC, where (3) 
RPNC …. Risk Priority Number of Corruption 
RCC …. Risk Cost of Corruption 
DC …      Detection (detectability, probability of corruption detection) 
The Risk Cost of Corruption is in line with the previous formula, then we determine as follows: 
RCC = OC * (higher of the values P or I), where (4) 
OC ... Occurrence (incidence of corruption opportunities; Occurrence) 
P.... Benefit (benefit for corrupt official compared with monthly salary; Profit) 
I ... impact (Impact) 
 
As part of the calculation we can also compare the Risk Cost of Corruption calculated with the help of the Benefit 
to the value calculated using Impact: 
Risk Cost of Corruption – Benefit (RCCP): RCCP = OC * P (5) 
Risk Cost of Corruption – Impact (RCCI): RCCI = OC * I (6) 
Risk Cost of Corruption  RCC is then determined as the higher value of RCCP , RCCI. (7) 
For evaluating the criteria and for calculating the risk of corruption, we use Table 2: 
Table 2: Criteria and Calculation of Corruption Risk 
 Criteria, Calculation 
Criteria 
1. Frequency, 
Opportunities for 
Corruption (Occurrence 
- OC), 
Benefit or Impact 
4. Detection - 
Detectability, 
Probability of 
Corruption Detection ; 
(Detection – D) 
2. Benefit (Benefit for Corrupt 
Officials compared with 
Monthly Salary); (Profit) 
3. Impact (Severity) on 
the City  
(Impact – I) 
Risk Cost of 
Corruption 
Risk Cost of Corruption – Benefit (RCCP): RCCP = OC * P 
Risk Cost of Corruption – Impact (RCCI): RCCI = OC * I 
Risk Cost of Corruption: RCC : Higher of the values: RCCP , RCCI 
Risk Priority 
Number of 
Corruption 
Risk Priority Number of Corruption (RPNC): RPNC = RCC * D 
Source: Authors 
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As follows from the formulas (3) to (7), when the frequency of corruption opportunities is high and  the benefit 
compared to the salary is also high, while the detectability is simultaneously low, the Risk Cost of Corruption (RCC) 
and the Risk Priority Number of Corruption (RPNc) are very high. To perform a calculation, it is necessary for the 
purposes of FMEA method to determine the range and criteria from 1 to 10 for the frequency of corruption 
opportunities, the budgetary impact, the benefit and the probability of detection. 
2.2. Determining the Scale (score) for the Frequency of Corruption Opportunities 
For the assessment of corruption risks, we need to evaluate the frequency of corruption opportunities. For this 
evaluation use the following table with the descriptor (Table 3). 
Table 3:   Rating the frequency of corruption opportunities 
Occurrence - the frequency of 
corruption opportunities Scoring 
Criteria 
Opportunities for Corruption occur: 
Extremely High – Very regular and 
very common 10 
 Many times a day, repeatedly, yearly occurrences greater than 1000 
Very High 9 Common daily occurrence, yearly occurrences between 500-999 
High 8 Daily, but just during specified times or cycles, yearly occurrences between 100-499 
Elevated 7 Weekly or more than weekly, regular or repeated, yearly opportunities between 52-99 
Slightly More than Moderate 6  About once a week, yearly opportunities between 20-52 
Moderate 5  About once a month, yearly opportunities between 5-19 
Slightly Less than Moderate 4  Yearly, yearly opportunities 1-4 
Low 3  Less than once a year, however more often than once every five years 
Very Low 2 About once every five years 
Miniscule  1 It is likely to almost certain that the opportunity will not occur 
Source: Authors utilizing: Půček (2014) 
The proposed procedure will explain the following examples. Let's take a public contract as risky activity for 
corruption. Let the municipality (in terms of financial volume allocated) annually announce 40 small tenders, 15 
medium and one large public tender about every two years. 
For small contracts, the value of the frequency is in the range of <20-52>, therefore the value is 6, according to the 
table. For medium-sized contracts the value is 5, and for major contracts the value is 3. A second example may be 
administrative activity - for example, licensing structures. The Housing/Building Office annually permits the 
construction of 200 small structures (eg. Family homes) and 10 large buildings. Small buildings, based on the value 
of the frequency, have a score of 8, while large buildings earn a score of 5. 
2.3. Determining the scale (score) for the Benefit of the Corrupt Official Compared with the Monthly Salary 
The following table, (Table 4) gives the scoring for the benefits for the corrupt official compared with a monthly 
salary. In this case, we see the potential benefit of receiving monetary or non-monetary income (eg. gifts, favors or 
other benefits – which can be valued like money) for the corrupt official. Potential cash income is determined in 
monetary units based on a qualified estimate. Subsequently, the amount of money evaluated compares with the average 
salary of officials engaged in the given activity and is determined by points ranging from 1 to 10 (see Table 4). 
The rating is compiled so that large orders (or more generally large financial transactions) or complex 
administrative tasks will have a smaller frequency (which is evaluated in Table 3), but will achieve greater value of 
potential benefits for the corrupt official. 
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Table 4:  Evaluation of the Benefit for the Corrupt Official Compared to Monthly Salaries 
Benefit – Benefit for the Corrupt 
Official Score 
Criteria 
Benefit for the Corrupt Official with Respect to Salary 
Extremely High and Attractive 
(Lucrative) 10 
Exceeds the equivalent of 4 years’ worth of salaries  
Very High 9 Exceeds the equivalent of one year’s salary, but it less than 4 years’ 
High 8 Exceeds the equivalent of 6-months’ salary, but is less than one year’s   
Elevated 7 Exceeds the equivalent of one month’s salary, but it less than 6 months’ 
Slightly more than Moderate 6 Exceeds the equivalent of one half of one month’s salary, but is less than one month’s 
Moderate 5 Exceeds the equivalent of 10% of one month’s salary, but is less than 50% of one month’s 
Slightly Less than Moderate 4 Exceeds the equivalent of 5% of one month’s salary but is less than 10% of one month’s 
Low 3 Exceeds the equivalent of 1% of one month’s salary but is less than 5% 
Very Low 2 Is very low. Less than 1% of one month’s salary 
Miniscule – Practically Zero 1 Approaching 0% of the salary 
Source: Authors utilizing Půček (2014) 
2.4. Determination of Scale (Score) for the Impact on the Budget 
The proposed evaluation scoring regarding the impact on the budget is in the following table (Table 5). The 
budgetary impact is estimated with a percentage (%). It is the potential impact in the event that the risk will be realized. 
This negative impact on the budget, for example, can lead to: (a) the repayment of subsidy due to fraud or corruption 
during the procurement process, (b) higher prices for services, (c) lower prices in the sale or rental of property, (e) 
penalties, fines and liability compensation for wrongful conduct during administrative proceedings etc. 
Table 5:  Rating (Score) for the Impact on the Budget 
Impact on the Budget Scoring Criteria Estimated Impact on the Budget (in %): 
Extremely High and Vast 10 Impact is higher than 50 % of the municipal budget 
Very High 9 Impact is in the range of 25,0% to 49,99 % of the municipal budget 
High 8 Impact is in the range of 10,0% to 24,99 % of the municipal budget 
Elevated 7 Impact is in the range of 5,0% to 9,99 % of the municipal budget 
Slightly more than Moderate 6 Impact is in the range of 1,0% to 4,99 % of the municipal budget 
Moderate 5 Impact is in the range of 0,5% to 0,99 % of the municipal budget 
Slightly Less than Moderate 4 Impact is in the range of 0,05% to 0,49 % of the municipal budget 
Low 3 Impact is in the range of 0,01% to 0,049 % of the municipal budget or it is indeed practically zero, but there is significant damage to the reputation of the town 
Very Low 2 Impact is less than 0,01 %  
Miniscule – Practically Zero 1 The impact is virtually zero, or incalculable 
Source: Authors 
For clarification of how the scale works, we put forth the following example. It can be assumed that the maximum 
value of the potential impact will probably be the possible repayment of subsidies. As an example, a city which has 
an annual budget of EUR 10 million, implements a project (funded by a grant), which contains a contract of  1.1 mil. 
EUR. This city would receive a score of 8 relating to the impact factor based on the information in the scale. 
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2.5. Determining the scale (score) for Detectability 
We take the  ideological basis for assessing the detectability utilizing the concept of FMEA, as it was reported by 
Chrysler and Ford (1995), where the detectability is an estimate of the probability that reveals the current process and 
the monitoring of its failure (in our case, corruption). The rating is therefore linked to the existing procedure for 
implementation and control (see Table 6). 
Table 6:  Evaluating the likelihood of Corruption Detection 
Detection of Corruption Score 
Criteria 
The existing procedure for the implementation of activities and their supervision: 
Impossible 10 Procedures are not available to the office which reveal corruption. 
Nearly Impossible 9 Very low likelihood of revealing corruption, detection is question of randomness rather than a control procedure 
Very Unlikely 8 Very small likelihood that corruption will be revealed 
Unlikely 7 Low probability that corruption will be revealed 
Below Average 6 Below-average probability, that corruption will be revealed 
Average 5 Average probability that corruption will be revealed 
Above Average 4 Above average probability that corruption will be revealed 
High 3 Very likely that corruption will be revealed 
Very High 2 The current system, if implemented, surely will reveal corruption 
Definitely  1 The current system is guaranteed to reveal corruption 
Source: Authors utilizing Půček (2014) 
If a high score is earned, then the adoption of measures is required (e.g. Changes in the procedures to be performed, 
more effective control mechanisms). Adopting effective anti-corruption measures now should lead to a reduction in 
these scores. 
3. Results of this Application on Bulgaria 
Our modified method of FMEA was carried out on public procurement in Bulgaria. The value of each of the 4 
criteria were determined by an expert group composed of representatives of the Bulgarian city of Sofia under the 
methodological guidance of Czech experts within the framework of the project "NON-REPRESSIVE MODEL TO 
REDUCE CORRUPTION AT MUNICIPAL LEVEL (NORMCORM)" with the financial support from the Prevention 
of and Fight against Crime Programme of the European Union. The project concerned the creation of a set of indicators 
that will allow risk of corruption in local governments in Bulgaria to be analyzed. The expert group assessed the 
situation (according to local information) for proportions of a city the size of about 50 thousand inhabitants (or the 
size of an urban district of Sofia). 
For evaluating the risks of corruption, we use formula (2) and (3) the tables in section 2.2 - 5.2 
The following section shows an analysis of corruption within the category of medium-sized orders. As part of their 
review, the city's number of annual average of these is about eight. It is therefore in the range <5-19>. The value of 
frequency of corruption opportunities (OC) for the Bulgarian town was set at 5 (see Table 3). 
The next step is to determine the benefits for corrupt official. To determine the potential, the upper limit of the 
selected group of contracts, i.e. 500 000 EUR, was taken. If we estimate that in Bulgaria, that in public procurement, 
the value of the corruption amounts to 10% of its value, we can determine the full potential benefit at 10% of the 
500 000 EUR, e.g. 50 000 EUR. For Bulgarian cities, it was assumed that for the successful realization of corruption 
opportunities,  only two employees are needed (the benefit is therefore divided between two people), which at an 
average salary of 500 EUR per employee per month (engaged in public procurement,) means that the potential benefits 
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for each of them exceeds the equivalent of 4 annual salaries. The value of P in Bulgarian cities set to a value of 10 
(see Table 4). 
For the next step it is necessary to determine the amount of impact on the budget. If the budgets of cities with 50 
thousand inhabitants are around 50 mil. EUR, the impact on the budget by this one corrupt procurement (i.e. savings 
are not realized) in the amount of about 0.1% of the budget. The value of I is then 4 points in accordance with Table 
5. When comparing the value of P and I, we can see that P has a higher value. For any further calculations, we will 
therefore use the higher one, which here is the P value. 
The last value relates to the probability of detection D. The expert team evaluated the system of anti-corruption 
measures and found them largely ineffective. They noted that the likelihood of detecting corruption is very small. 
With this in mind, the value of D in the amount of 8 points (see Table 6) was given. The final summarized evaluation 
of all criteria is given in Table 7. 
Table 7:  Determined Criteria for the Evaluation of Corruption (the case of Bulgaria) 
 Criteria Resulting Value  
1 Determined Frequency of Corruption Opportunities OC 5 
2 Determined Benefit for the Corrupt Official  P 10 
3 Determined Impact on the Municipal Budget  I 4 
4 Determined Likelihood of the Detection of Corruption  DC 8 
Source: Authors 
The following table (Table 8) shows the results of the risk analysis for corruption in Bulgarian municipalities. 
Table 8:   Calculating the risk of corrupt and the Risk Priority Number of Corruption (the case of Bulgaria) 
Value Bulgaria 
Value of Risk Cost of Corruption – Benefit (RCCP): RCCP = OC * P
     
50 
Value of Risk Cost of Corruption – Impact (RCCI): RCCI = OC * I
     
20 
Value of RCC – Higher value from: RCCP , RCCI. 50 
Value of Risk Cost of Corruption RPNC = RCC * D 400 
Source: Authors 
The value of the Risk Priority Indicator came to 400, which, to the authors, appears to be a high number. With 
regard to the result, it seems necessary to adopt adequate measures to reduce this. A factual evaluation could be made 
after an evaluation of other activities or by a comparison with other countries. 
4. Discussion 
Using the above results, we proved that FMEA can be used to analyze the risk of corruption in the public sector. 
Using this method, we can identify processes that have a higher risk of corruption than other processes. These 
processes can then be a priority focus for management and audit activities. Proper use of the results of the analysis 
may lead to a streamlining of inspection activities and reduce the costs of such activities. 
This method can be implemented, both in the internal control system of municipalities, but also as a tool for 
enhancing the effectiveness of national oversight authorities. Under certain circumstances, FMEA can be used as a 
tool for circuit anticorruption audits. 
The limitation of this method consists of the validity of the microeconomic foundations on which it is built and the 
subjectivity of the estimates of some of the parameters entering the final qualification of risk. Finally, it is also the 
culture of bureaucracy that prevails in the countries of Central and Eastern Europe, in which resistance to modern 
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managerial methods of management still prevails and the public sector has not yet learned to effectively handle the 
risk (Nemec, et al. 2014). 
5. Conclusion 
The article dealt with the possibility of applying FMEA in the public sector in risk analysis. When applying FMEA, 
we start from already established microeconomic foundations of the analysis of the problem of corruption as well as 
start from the specifics of the public sector, according to which we adjust the basic parameters of the tool so that it is 
usable in practice. The tool is then applied to the issue of procurement of municipalities in Bulgaria. 
Practical applications demonstrate the usability of tools like FMEA, as a tool which can increase efficiency in the 
fight against corruption and that can be implemented to manage/oversee systems in the countries of Central and 
Eastern Europe. With this utilization, it is necessary to bear in mind the limiting conditions of the instrument, such as 
the reality of the microeconomic foundations on which the method is based, the subjectivity of estimates, which 
method is used by the bureaucracy, and the unwillingness to effectively use these tools in practice. 
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